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Internet Security Basics and Beyond 
 

Basic security setup for your browser: 

I will be basing this presentation on the very secure Windows 7, if you haven’t upgraded to 

Windows 7 you should really think about doing so. 

Internet Explorer 9 (Win Vista or Win 7) 

We will first setup tracking protection in IE9 by checking the Menu bar and then clicking on 

Tools>Tracking Protection you will then select “Get tracking protection list online”. 

 

Tools>Tracking Protection or Manage Add-ons 
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Manage Add-ons: Select Get Tracking Protection List online 

 

 

Note 1: You must have IE 9 set as your default browser or you will not be able to install the 

protection list. 
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Assuming your default browser is Internet Explorer 9 (IE9) you should see this screen. You will 

now select “EasyList Standard” (https://easylist.adblockplus.org/en/) from the list, after you add 

this you will need to restart your browser (IE9) for it to take effect. 

 

 

 

 

 

https://easylist.adblockplus.org/en/
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Now we will change our Cookie Settings: Tools>Internet Options>Privacy (tab)>Advanced 
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Check “Empty Temporary Internet Files Folder when browser is closed” 
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I use Mozilla FireFox browser because it has more security “add-ons” or “plugins” than IE9 or 

others. IE9 has good security, much better than IE8 or below. I’ll show the basic setup for 

FireFox and then the security add-ons I like. 
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These are some Add-ons or Extensions I’m using with FireFox, we will go to Mozilla for the 

add-ons for your computers: https://addons.mozilla.org/en-US/firefox/   you can also search for a 

few add-ons from the search bar. 

 

Next we will install a “hosts” file and we can download it here: 

http://winhelp2002.mvps.org/hosts.htm    this file has been around a long time at least since 

Windows 3.1 and can be updated to other OS’s you can read about it here: 

https://en.wikipedia.org/wiki/Hosts_%28file%29   We will use the hosts file as a blacklist for 

malware and adware sites. I believe not many people are aware of this useful tool. We will 

download (the zipped) file, extract it and install it using the batch program. The actual “path” to 

its location is: C:\Windows\System32\Drivers\Etc 

Next we will be changing the DNS settings and installing DNS Crypt. You can find both the 

DNS crypt program and DNS addresses here:  https://www.opendns.com/technology/dnscrypt/  

DNS crypt is basically encrypting your queries (such as yahoo.com) to the OpenDNS servers for 

greater security. Whenever you connect to the internet your ISP or “hotspot” supplies you their 

DNS IP address for name lookups. If you decide to not install DNS Crypt (advanced) then you 

should just change your DNS settings to use OpenDNS. Note 2: DNS Crypt is especially useful 

for laptops. 

https://addons.mozilla.org/en-US/firefox/
http://winhelp2002.mvps.org/hosts.htm
https://en.wikipedia.org/wiki/Hosts_%28file%29
https://www.opendns.com/technology/dnscrypt/
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DNS Crypt will change your DNS settings from the above to the loopback address: 127.0.0.1 

DNS Crypt uses elliptical-curve cryptography, in particular the Curve25519 elliptical curve. 

Note 3: This provides a VERY high level of security. 

We will download and install the excellent free TOR browser: https://www.torproject.org/  

 

What is Tor? 
 

Tor is free software and an open network that helps you defend against a form of network 

surveillance that threatens personal freedom and privacy, confidential business activities and 

relationships, and state security known as traffic analysis. 

Why Anonymity Matters 

Tor protects you by bouncing your communications around a distributed network of relays run 

by volunteers all around the world: it prevents somebody watching your Internet connection 

from learning what sites you visit, and it prevents the sites you visit from learning your physical 

location. Tor works with many of your existing applications, including web browsers, instant 

messaging clients, remote login, and other applications based on the TCP protocol. 

You will download this file and save it to a folder in your Program Files and install it from there. 

I suggest you name the folder TOR with the version number. Due to high security this will NOT 

install like a normal windows program. You then MUST right click the file and “run as 

administrator” or it will not install properly and you will have to do it again. The program is now 

installed; right click the Start Tor Browser.exe and “send to Desktop” You will run the program 

by right clicking the icon and “run as administrator” or it will not load properly (due to higher 

security). 

We will run the program and extract the files to a predetermined folder such 

As the one below, DO NOT try and install it from your “downloads” folder. 

 

 

 

https://www.torproject.org/
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TOR: right click “Start Tor Browser.exe and select “Send to” Desktop (create shortcut) 
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After right clicking the new icon and running as administrator the “Vidalia 

Control Panel” will load and start connecting you to multiple “Relays”  

(most often) in other countries; when you have your new IP address then the Tor  

FireFox browser will start and you will be ready to browse. 
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You should see this display if the program has installed properly. 
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With the IP address from above, I typed this www.yahoo.com in the address bar: and it took me 

to the German website for Yahoo. 

 

Now if you really want to check that you are anonymous run the IP Check from this website: 

http://ip-check.info/?lang=en     try it first with your regular browser and then with TOR.  

 

 

https://www.torproject.org/docs/tor-doc-windows.html.en  

 

http://www.yahoo.com/
http://ip-check.info/?lang=en
https://www.torproject.org/docs/tor-doc-windows.html.en
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Links and URL’s  

Hosts file download: http://winhelp2002.mvps.org/hosts.htm 

HTTPS Everywhere download:  https://www.eff.org/https-everywhere 

OpenDNS: https://www.opendns.com/  

Where will you be setting up OpenDNS: https://use.opendns.com/  

DNS Crypt: https://www.opendns.com/technology/dnscrypt/  

DNS Crypt for Windows Download: DNS Crypt for Windows Download 

TOR:  https://www.torproject.org/  

Mozilla addons for privacy: http://bit.ly/PgTvBb  

Elliptic curve cryptography: https://en.wikipedia.org/wiki/Talk%3AElliptic_curve_cryptography  

Vidali Control Panel: https://securityinabox.org/en/tor_vidaliacontrol  

How to Use the Vidalia Control Panel: https://securityinabox.org/en/tor_vidaliacontrol  

Proxy Checker Free: http://www.proxyserverprivacy.com/adv-free-proxy-detector.shtml  

Domain Name System (DNS): https://en.wikipedia.org/wiki/Domain_Name_System  

IP check: http://ip-check.info/?lang=en  

 

Free Anti-Virus/Malware 

Malwarebytes:  http://www.malwarebytes.org/products/malwarebytes_free/  

MS Security Essentials: https://www.microsoft.com/en-us/download/details.aspx?id=5201  

 

DNSCrypt is a piece of lightweight software that everyone should use to boost online privacy 

and security.  It works by encrypting all DNS traffic between the user and OpenDNS, preventing 

any spying, spoofing or man-in-the-middle attacks. 

 

Open DNS 

Pri:  208.67.222.222    

Sec: 208.67.220.220 

 

Google DNS 

Pri:  8.8.8.8 

Sec: 8.8.4.4 

 

 

Apple Mac: 

Hosts file for Macs: https://support.apple.com/kb/TA27291?viewlocale=en_US  

DNS Crypt for Mac: https://www.opendns.com/technology/dnscrypt/  

TOR for Mac: https://www.torproject.org/download/download-easy.html.en#mac  

 

 

 

 

Steve Solberg 

Sequim PC Users Group 

October 6, 2012 
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