
 

 

Tools for safe and secure browsing  

Learn how to change your DHCP DNS settings to Static. 
We will make changes to your network adapter both wired and wireless. 
 
Encryption: (DoH) DNS over HTTPS (Domain Name Service over HyperText Transfer Protocol Secure) 
TLS 1.2 or TLS1.3 using 128 bit or 256 bit encryption (Transport Layer Security) 
TLS 1.3 benefits: faster speeds and improved security 
Why TLS 1.3 isn't in some browsers yet: https://blog.cloudflare.com/why-tls-1-3-isnt-in-browsers-yet/  
 
Recommended Encrypted DNS free public servers: 
Primary DNS: 1.1.1.1      (DoH Encrypted by Cloudflare)  
Secondary DNS: 9.9.9.9 (DoH Encrypted by Quad9) 
How to configure Cloud flare’s 1.1.1.1 DNS on your Router: 
https://www.windowscentral.com/how-configure-cloudflare-dns-1111-service-windows-10-and-router  
 
Alternate DNS public unencrypted servers: 
Primary DNS: 208.67.222.222   (OpenDNS Public)     Non-Encrypted 
Secondary DNS: 8.8.8.8              (Google Public DNS) Non-Encrypted 
 
You can find more Public (Free) DNS servers here: https://public-dns.info/  
https://www.techradar.com/news/best-dns-server    More information. 
 
Where to change your MS Windows settings: 
Control Panel>All Control Panel Items>Network and Sharing Center>Ethernet/Wi-Fi 
 
How to Change Your Mac's DNS Settings: https://www.lifewire.com/network-preference-pane-change-
macs-dns-settings-2260394  
 
How to flush DNS cache on Windows, Mac and Linux: https://protonvpn.com/support/flush-dns-cache/  
How to clear browser cache and cookies: https://protonvpn.com/support/clear-browser-cache-cookies/  
 
Password Security (the most important thing you can do) 
 
Use a password of at least 15 characters. Best practices dictate the use of a password manager. There 
are both paid and free. The best free version (in my opinion) is KeePass at https://keepass.info/ . If you 
haven’t changed your password in 6 months consider doing it now. Websites often use two factor 
authentication (2FA) for an extra level of security. 
 
Router suggestions: 
With all the devices (besides computers) connecting to the internet (IoT, smartphones, tablets, IP 
cameras, TVs, etc.) you should be using a router with one or more guest accounts so you can block 
access from the above mentioned devices to your Intranet and only give those devices internet access. 
You should also update your router firmware on a regular basis and add passwords to IoT devices if 
possible. You should also “hard code” the following DNS IP addresses into your router for extra 
protection. 
Primary DNS: 1.1.1.1    (Cloudflare) 
Secondary DNS: 208.67.222.222   (Open DNS) or Secondary DNS: 9.9.9.9    (Quad 9) 
Verify that you have changed the default UserName and Password for access to the router. 
 
If your router does NOT support an isolated guest account, my current personal favorite is an Asus RT-
AC86U: https://www.asus.com/us/Networking/RT-AC86U/   do NOT purchase a refurbished unit. 
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Absolutely under NO circumstances give anyone access to your computer remotely! If you do then it’s 

no longer your computer. 

DNS Crypt or Simple DNS Crypt  
https://simplednscrypt.org/   (Encrypted DNS search) advanced 
http://www.thewindowsclub.com/simple-dnscrypt-windows 
https://1.1.1.1/                     (CloudFlare Encrypted) 
https://www.quad9.net/     (Quad 9 Encrypted) (9.9.9.9) 
Note: See links below for smartphones using the CloudFlare encrypted DNS App 
 
Everyone should have two browsers on their computers, tablets and smartphones. 

Use a browser that supports the following Add-ons or Extensions: HTTPS Everywhere, Privacy Badger 

(both from Electronic Frontier Foundation (https://www.eff.org/ ) and UBlock Origin. 

Mozilla Firefox version 75.0 and above has the best security of all the browsers at this time and does 

support the above extensions. Firefox also allows you to encrypt your DNS (Domain Name System) this 

keeps your ISP and others from selling your IP address and info to advertising companies. 

Suggested Browsers:   
FireFox Quantum: https://www.mozilla.org/en-US/firefox/all/ (CloudFlare Encrypted DNS built in) TLS 1.3 
Opera: https://www.opera.com/computer  (Free VPN and  other features built in)  
Brave:  https://brave.com/download/    (Tor mode, supports HTTPS everywhere & TLS 1.3) 
Safari: https://safari-extensions.apple.com/  (No longer supports U-Block Origin or HTTPS Everywhere) 
MS Edge (Chromium): https://www.microsoft.com/en-us/edge  (supports HTTPS Everywhere & UBlock) 
Browser security check: https://www.cloudflare.com/ssl/encrypted-sni/  
What is my IP & Browser security check:  http://ip-check.info/?lang=en   
Never save passwords with your browser if they are not encrypted, currently the best password 
manager in a browser is Firefox v 75.0 and above. 
 
How to backup Bookmarks in Firefox: Bookmarks>Show all Bookmarks>Import and Backup>Backup 
bookmarks-2020-05-10.json  (example) .json      keeps everything 
 
***  HTTPS Everywhere for FireFox, Brave, Chrome (see note below) or Opera 
https://www.eff.org/https-everywhere  
 
*** Privacy Badger   https://addons.mozilla.org/en-US/firefox/addon/privacy-badger17/  
 
***  Block web trackers (UBlock Origin) 
https://addons.mozilla.org/en-US/firefox/addon/ublock-origin/  
 
*** NoScript (blocks WebRTC Leaks)  
https://addons.mozilla.org/en-US/firefox/addon/noscript/  
 
Block Coin Miners  (optional) Firefox 70.0 and above has this built in. 
NoMiner-Block Coin Miners  
https://chrome.google.com/webstore/detail/nominer-block-coin-
miners/jfnangjojcioomickmmnfmiadkfhcdmd?hl=en  
Notes: 

HTTPS Everywhere: It automatically makes websites use a more secure HTTPS connection.  
Privacy Badger: extension blocks advertisements and tracking cookies 
UBlock Origin: extension for content-filtering, including ad-blocking. 
NoScript: allows JavaScript, Flash, and other executable content to run only from trusted domains. 
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eMail Security 

Most people send or forward eMails CC (Carbon Copy) rather than BCC (Blind Carbon Copy). It only takes 

one person on the CC list to get malware on their computer and then everyone on that list gets 

spammed or constant (faked) eMails from unknown parties. 

Some suggestions for mitigating this problem. 
Everyone should have at minimum, two eMail addresses, I prefer three. 
Primary eMail address for friends and relatives. 
Secondary eMail address for online shopping or other activities. 
Third eMail address for Clubs, Medical signups, etc. 
I suggest a Gmail account from Google, they have good virus protection and 15GB of free cloud storage. 
You can forward all these accounts to one eMail address if needed. 
 
Do NOT use your eMail account to sign in to social media accounts (Facebook, Twitter, Instagram, 

Tumblr, Tik Tok, Reddit, LinkedIn, Pinterest) to name a few. 

 
 
Temporary eMail addresses: 
https://10minutemail.com                    10 Min. Disposable Temporary E-Mail Address 
https://www.guerrillamail.com/           Disposable Temporary E-Mail Address 
 
Search Engines   (Encrypted, no logging) 
https://addons.mozilla.org/en-US/firefox/addon/duckduckgo-ssl/   
https://addons.mozilla.org/en-US/firefox/addon/startpage-https-privacy-search/   
 
Browsers with built in VPN 
https://www.mozilla.org/en-US/firefox/all/    (need to enable DoH, default is off) 
https://brave.com/download/                           (VPN using Tor mode) 
https://www.opera.com/computer   
Turn on VPN in Opera: Menu>Settings>Privacy & Security>Enable VPN 
 
Pay VPN  
https://protonvpn.com/    (Preferred) they do have a limited free version. 
https://www.mullvad.net/en/  
https://torguard.net/  
https://nordvpn.com/ 
 
VPN Comparison Spreadsheet  
https://tinyurl.com/y52qfmuy   actual download here: https://thatoneprivacysite.net/  
  
Best VPN Services using Tor: VPN Comparison Chart 
http://deepdot35wvmeyd5.onion/vpn-comparison-chart/  (Tor required to open this URL) 
VPN, Personal vs. Business: with a business it’s end to end but personal often is to a provider or ISP 
only. Flash and other programs will give away your IP address and thus your location. If you travel a VPN 
is a good choice. 
How to Set Up and Use a VPN: https://www.pcmag.com/how-to/how-to-set-up-and-use-a-vpn  
Note: TCP has better reliability than UDP, though UDP is faster. 
https://www.privateinternetaccess.com/forum/discussion/28774/the-ultimate-question-udp-vs-tcp-
what-s-the-difference-which-one-should-you-choose 
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Encrypted e-mail 
https://protonmail.com/   (my choice) 
https://www.openpgp.org/software/   (OpenPGP) Email encryption 
https://www.openpgp.org/software/gpg4win/     (Gpg4win) 
 
Tor (The Onion Router, one step below TAILS) very good 
https://www.torproject.org/download/download-easy.html  
https://thetinhat.com/blog/primers/is-tor-safe.html  
https://en.wikipedia.org/wiki/Tor_%28anonymity_network%29  
https://torflow.uncharted.software/    (Data flow in the Tor network) 
https://youtu.be/JWII85UlzKw?list=PLwyU2dZ3LJErtu3GGElIa7VyORE2B6H1H  (Tor Video 2 min.) 
What is the difference between the Deep Web, the Dark Web and the Plain old Web?  Description 
 
Security Tutorials 
 
The Tin Hat 
https://thetinhat.com/   (Clearnet) 
http://tinhat233xymse34.onion/tutorials/all.html  (Deep Web, accessible via Tor only) 
https://medium.com/@drgutteridge/whats-the-deal-with-encryption-strength-is-128-bit-encryption-
enough-or-do-you-need-more-3338b53f1e3d  Has AES 128 bit encryption been broken? Ans: NO 
 
What is my IP? 
https://ipleak.net/  
http://ip-check.info/?lang=en 
 
What Country am I in? 
https://addons.mozilla.org/en-US/firefox/addon/flag-plus/     (Country Flag) 
 
Tablets and Smartphone Security Apps 
https://itunes.apple.com/us/app/firefox-web-browser/id989804926?mt=8  (Apple FireFox) 
https://play.google.com/store/apps/details?id=org.mozilla.firefox&hl=en     (Android FireFox) 
https://itunes.apple.com/us/app/opera-touch/id1411869974?mt=8   (Apple Opera no VPN) 
https://play.google.com/store/apps/details?id=com.opera.browser   (Android Opera with VPN) 
https://play.google.com/store/apps/details?id=org.torproject.torbrowser   (Android-Tor) 
https://itunes.apple.com/us/app/onion-browser/id519296448?mt=8   (Onion Browser for iOS) 
https://play.google.com/store/apps/details?id=com.cloudflare.onedotonedotonedotone  (Android 
CloudFlare encrypted DNS) also can install Warp or Warp+ (Warp not fully tested yet, some bugs) 
https://itunes.apple.com/us/app/1-1-1-1-faster-internet/id1423538627?mt=8 (Apple IOS CloudFlare 
Encrypted DNS) also can install Warp or Warp+ (Warp not fully tested yet, some bugs) 
How to Add Google Play Store to a Kindle Fire for more security Apps. 
https://www.howtogeek.com/232726/how-to-install-the-google-play-store-on-your-amazon-fire-tablet/  
 

Note: CloudFlare 1.1.1.1 encrypted DNS app, defaults to DoH but DoT is available 
DoH: DNS over HTTPS   DoT: DNS over TLS (not as secure as DoH) 
 
 
 
 
 
 
 

https://protonmail.com/
https://www.openpgp.org/software/
https://www.openpgp.org/software/gpg4win/
https://www.torproject.org/download/download-easy.html
https://thetinhat.com/blog/primers/is-tor-safe.html
https://en.wikipedia.org/wiki/Tor_%28anonymity_network%29
https://torflow.uncharted.software/
https://youtu.be/JWII85UlzKw?list=PLwyU2dZ3LJErtu3GGElIa7VyORE2B6H1H
https://bit.ly/3cqQQX2
https://thetinhat.com/
http://tinhat233xymse34.onion/tutorials/all.html
https://medium.com/@drgutteridge/whats-the-deal-with-encryption-strength-is-128-bit-encryption-enough-or-do-you-need-more-3338b53f1e3d
https://medium.com/@drgutteridge/whats-the-deal-with-encryption-strength-is-128-bit-encryption-enough-or-do-you-need-more-3338b53f1e3d
https://ipleak.net/
http://ip-check.info/?lang=en
https://addons.mozilla.org/en-US/firefox/addon/flag-plus/
https://itunes.apple.com/us/app/firefox-web-browser/id989804926?mt=8
https://play.google.com/store/apps/details?id=org.mozilla.firefox&hl=en
https://itunes.apple.com/us/app/opera-touch/id1411869974?mt=8
https://play.google.com/store/apps/details?id=com.opera.browser
https://play.google.com/store/apps/details?id=org.torproject.torbrowser
https://itunes.apple.com/us/app/onion-browser/id519296448?mt=8
https://play.google.com/store/apps/details?id=com.cloudflare.onedotonedotonedotone
https://itunes.apple.com/us/app/1-1-1-1-faster-internet/id1423538627?mt=8
https://www.howtogeek.com/232726/how-to-install-the-google-play-store-on-your-amazon-fire-tablet/


 

 

Reference Only: these topics will not be covered in any detail in this class. 
 
Walled Garden: https://en.wikipedia.org/wiki/Closed_platform . 
 
The Best VPN Routers Of 2020 
https://greycoder.com/best-vpn-routers/  
https://proprivacy.com/vpn/comparison/best-vpn-routers 
 
https://www.androidcentral.com/best-wi-fi-6-mesh-routers  
 
Advanced (free) popular router firmware 
https://dd-wrt.com/  
https://www.polarcloud.com/tomato  
https://openwrt.org/start   
https://www.asuswrt-merlin.net/  
 
TAILS    (The Amnesiac Incognito Live System the Ultimate in Security), we are not going to cover this. 
https://tails.boum.org   (create a bootable DVD or USB flash drive using Rufus, URL below) 
 
Tox: Skype with Privacy 
https://tox.chat/download.html 
 
I2P     (more advanced) The Invisible Internet Project 
https://geti2p.net/en/  
 
Encrypted (free) Cloud Storage 
 
https://mega.nz/                (50GB-AES-GCM 256 bit encryption) 
https://spideroak.com/     (2GB) (SSL encryption, probably TLS 1.2) 
https://onedrive.live.com/about/en-us/   (5GB) (PFS Encryption) 
https://www.icloud.com/   (5GB) (TLS 1.2, not as secure as TLS 1.3) 
https://www.google.com/drive/   (15GB, AES-GCM 256 bit encryption & TLS 1.3) 
 
Secure Password Manager & Secure File Storage 
https://keepass.info/    (My Choice) 
https://www.veracrypt.fr/en/Downloads.html    (My Choice) 
https://securityinabox.org/en/guide/veracrypt/windows/  
 
Misc: 
https://rufus.akeo.ie/    (make a USB bootable flash drive) 
https://protosoftware.blog4ever.com/ (Strong Passwords Need Entropy) 
https://en.m.wikipedia.org/wiki/PureOS     (Linux distribution focusing on privacy and security) 
https://kinsta.com/blog/tls-1-3/#tls-1.3-vs-tls-1.2  Overview of TLS 1.3 
https://kinsta.com/blog/tls-1-3/#tls-1.3-browser-support   TLS 1.3 Browser Support 
https://en.wikipedia.org/wiki/Intranet     Intranet 
 
 
Misc. Notes 
 
It is ALWAYS preferable to use a password manager. 
Online: https://www.lastpass.com/  (In the Cloud) 
Offline: https://keepass.info/    (User has total control) 
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Windows Users: 
Always a good idea to update your virus signature/check for MS Updates after booting. 
 
Menu>Settings>Update and Security>(Left Side Bar)Windows Security>Virus and Threat 
Protection>Check for Updates>click the box Check for Updates. 
 
Set a restore point before proceeding with this class. In Cortana search type: Create a Restore Point 
select the “C” Drive and click “Create” or Shift + C 

 
 
 
Mac Users: 
Update Virus signature 
https://support.apple.com/guide/mac-help/get-macos-updates-mchlpx1065/mac   Keep your 
Mac up to date. 
 
Steve Solberg 
May 10, 2020 
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